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Y, What problem are we trying to solve?

Publishers are constantly fighting against being misrepresented
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Canada's new prime minister Mark Carney
announces new federal relief initiative to help offset
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Canada Crypto Fun

Canada's new prime minister, Mark Carney, unveiling the Canada Crypto Fund after being confirmed as
Canada's 24th prime minister

Carney has officially make the CBDC backed investment initiative available to the entire
Canadian public as of March 14th at 1PM EST as he was sworn in to office. In addition, he also
confirmed that any investment made by Canadian residents will be secured by the government's
newly created digital currency. In other words, there is no risk to Canadians who wish to take
advantage of the highly anticipated Canada Crypto Fund initiative.

CBC Ombudsman

The new liberal leader recently spoke about the initiative earlier this week in an exclusive Feedbackiorcomplalntsifegarding the
5 2 z i 5w application of CBC Journalistic
interview with CBC to help raise awareness before it's launch. e
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Q Countering distrust in news media

e Trust in the news is at an all-time low

— "just 40% of our respondents across all 47
markets say they trust most news” (Reuters
Institute Digital News Report, 2024)

— 59 per cent of respondents say that they are
concerned about fake news online

e Al-generated fake news, misinformation
and disinformation is getting harder to
detect

—It's becoming an arms race, with no end in
sight
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@ Proving what's real is easier than detecting what's fake

e Our approach is to digitally sign
content that is produced by news

publishers

e |f the media has been modified since it
was signed, the digital “hash” no
longer matches, and it will be
highlighted to users

e The aim is for this technology to be
built into websites, browsers and
online platforms
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C2PA progress since previous
Photo Metadata Conference in May 2024




IPTC Origin Veritied

News Publisher List
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The International Press Telecommunications

IPTC to create a C2PA-compatible list of Verified News Publishers,

° Origin Verified Publisher

The group has created the “Origin

Origin Verify

News Provenance Verification

Content Credentials

File

bbc-haiti.mp4

Issued by

British Broadcasting Corporation @

The signer of this Content Credential has had their
identity verified by Project Origin. It should not be

mistaken for verification of the content, which is the
responsibility of the publisher.

Issued on
B Monday, 4 March 2024 at 17:02:55 EET

Produced with
BBC News Labs CR Exporter

ry Select a file from your device
" or drag and drop anywhere

» 0:00/0:46

BB @ VERIFY

0 Origin Verified Publisher
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Tools and services to support publishers
/|

o rlg I n This plugin scans new posts for attached images. For any images found, the plugin replaces the image with a C2PA-signed version.

‘ Ve rlfy General settings

News Provenance

C2PA Signer Settings

Verification Configure image signing settings below.
Enable C2PA Signing ™)
[ ]
Verlfy the &Q, Keep Original Image L. .
\Q \ Origin Verify Origin Verify
source of ‘\ News Provenance Verification News Provenance Verification
Signing Scope

your FrHince_vvinari_ii_idn
) . o ) 768x1315.jpg
news AFPPhotoSigned4iptc.jpg Signing settings
This content was signed with a

o . This content was signed witha Configure image signing settings|  Verification status: ° certificate that is on the IPTC Origin
Verification status: certificate that is on the IPTC Origin H VT N i e s,
Verified News Publisher list.

Upload a file to see which
news organisation created it

Path to Signing Script . .
General information

General information

Name: Prince_William_in_Tallinn-768x1315.jpg
AWS KMS Key ARN Opened date: 27 March 2025 at 23:00
Published date: 27 March 2025 at 15:44
Caption: Prince William, Duke of Cornwall, on a meet-and-
greet in Tallinn, Estonia in March 2025.
Alt Text: Prince William is wearing a puffer jacket and can
be seen posing for a photo taken by a member of the
Certificate Chain File public. A small crowd can be seen behind a metal barricade,
waiting to be greeted by the Prince.

Name: AFPPhotoSigneda4lptc.jpg
This technology is new. Not all

content has Content Credentials yet
Certificate details

Signer: AGENCE FRANCE PRESSE

Signing tool A 4 - d Certificate details ~

Signer: Comite International des Telecommunications

Origin Verify Validator IPTC C2PA WordPress plugin
https://originverity.iptc.org not yet released publicly



https://originverify.iptc.org/
https://originverify.iptc.org/
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« C2PA-signed content page

Derniére édition du JT de 13h

e Announcement (in English)

Certificat du contenu

Certifié :
FranceTelevisions
Produit par:

Journal de 13H de France2
Date de diffusion :
17/09/2025

Présentation :

T T

Juilian Bugier
. Droit:

- France Televisions tous droits reserves

Nous Contacter

> 0:00/41:00
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https://www.francetelevisions.fr/et-vous/le-lab/en/tech/france-t-l-visions-adopts-the-c2pa-standard-to-authenticate-its-content-and-receives-the-ebu-technology-award-47272

France Télévisions signing daily news content
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« C2PA-signed content page

Derniére édi' ¢ qncetvay =
rancestv&vous = : .
«  Announcement (in English)

The Lab News R&D Tech Content Open Innovation Transformation Méta-Med

< Back

France Télévisions adopts the "
C2PA standard to authenticate Share
its content... and receives the this article!
EBU Technology Award.

Tech Published on September 16, 2025

With the development of generative Al, it is becoming
increasingly difficult to mke a difference between
authentic videos and those generated by Al when
browsing the internet. In its commitment to

OIOICHE

transparency, France Télévisions wants to be able to
guarantee its content to its audiences by adopting the
C2PA protocol.

» 0:00/41:00
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IBC Accelerator: Stamping Your Content

Stamping creates a ‘Trust’ point

Off limits

End user
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* Part of the IBC Accelerator project

e “Using a pre-release version of
Sony's PXW-Z300 camera, which
was announced in July 2025, we
had one of the world's first use
cases of testing the C2PA workflow
with video footage”

BBC R&D trial with Sony
C2PA-enabled broadcast camera

Content Credentials: The new camera that
verifies video at the point of capture

We've been trialing Sony’s innovative new C2PA video camera, capturing our first video with
Content Credentials from source.

& Judy Parnall A Charlie Halford
dddddddddddddddddddddddddd (A Principal Research Engineer

As interest in authenticating digital content grows, broadcasters and news organisations need practical ways to assert source

integrity and publisher credibility. This is particularly important as Al-generated media - video, still images and audio - is
becoming more common and more convincing. That makes it harder for journalists to distinguish b what is real an

what is synthetic.
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&
\Q’\y YouTube "Captured with a camera” (Oct 2024)

0843 P H G -

How to get ‘Captured with a camera’ disclosure

For “captured with a camera” to appear in the expanded description, creators must use tools
with built-in C2PA support (version 2.1 or higher) to capture their videos. This allows the tools to
add special information, metadata, to the video file, confirming its authenticity. YouTube will
relay the information that the content was “Captured with a camera,” and apply the disclosure
when it detects this metadata. The content must also not have edits to sound or visuals. This
disclosure indicates that the content was captured using a camera or other recording device
with no edits to sounds or visuals.

Description

| am really at the zoo

10

Q San Diego Zoo

° L]
Truepic's secure capture camera, Lens, was used to create the What ed lts to aVOId

> video with C2PA Content Credentials on YouTube,
The video is filmed at the same location as the first video

e (GRIRERTINRI) b fs cofouncc To ensure the “Captured with a camera” can be applied, avoid these types of edits:

Jawed Karim, in 2005,

- Edits that break the chain of provenance, or make it impossible to trace the video back to its
original source. For example, if you capture an image with C2PA metadata and then save it to
your phone's photo album that doesn’t support C2PA v2.1 or higher, that may break the chain
of provenance.

How this content was made

Captured with a camera
This content was captured using a camera or other

Transcript

- Significant alterations to the video's core nature or content, including its sounds or visuals.

Show transcript - Edits that make the video incompatible with C2PA standards (version 2.1 and above).

© 2025 IPTC (www.iptc.org) | All rights reserved 12




C2PA 2.x and Identity

<

* From version 2.0 of the C2PA spec, released in January 2024, all references
to individual or organisation identity were removed from the core C2PA spec

e A mechanism for asserting identity was created in the Creator Assertions
Working Group (CAWG) which is a separate entity

e All metadata assertions that could identify people or organisations were also
moved

* In the 2.x spec there remains an option for validator tools to support
“additional trust anchors”, but this is currently up to each implementor

© 2025 IPTC (www.iptc.org) | All rights reserved




/ C2PA Conformance program

“The C2PA Conformance Program provides assurance that products

[i.e. hardware devices and software tools] adhere to the Content
Credentials specification, and fulfill a set of security requirements to S | s

ensure they are producing and validating C2PA data correctly.”

Content Provenance —_—
and Authenticity -

Conformance

Introduces and manages the “C2PA Trust List” (specified in C2PA 2.0
spec) and sunsets the “Interim Trust List” currently being used.

The C2PA Conformance Program provides assurance that products adhere to the

Content Credentials specification, and fulfill a set of security requirements to ensure

G oa IS: they are producing and validating C2PA data correctly.
) Encou rage ecosystem alig nment With the 2.X specification This Conformance Program is a risk-based, transparent and unbiased governance
. . . . . . . process intended to hold generator products, validator products and certification
¢ AVO I d unnecessa ry d ISru ptl on fO r eXIStI n g Im p I eme ntatl ons authorities accountable to the Content Credentials specification, the Certificate
° Ince ntiVize upg rades to C2 PA 2.X Policy and the Security Requirements. Conforming products are placed on a publicly
. . .. . accessible list. This conveys confidence in the implementation and its security to the
e Add T| me Stam p'ng AUthO”tles to our TrUSt L|Sts public and guarantees interoperability across products in the Content Credentials
ecosystem.

e Looking for more information? Read Program Details on GitHub.

e Interested in Participating? Fill out the Expression of Interest form.

© 2025 IPTC (www.iptc.org) | All rights reserved 14
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C2PA Conformance program:
Plan and Timeline

Through December 31, 2025:

The [Interim Trust List] will remain operational. During this time, new
certificates will continue to be accepted and the Verify site will
continue to display manifests as trusted, albeit with a disclaimer that
these manifests were made with an older version of the trust model.
The C2PA will strongly encourage adoption of the Conformance
Program and the official C2PA Trust List.

January 1, 2026:

The [Interim Trust List] will be frozen. No new entries will be added,
and no updates will be made.

Existing certificates will remain valid for legacy support, but no future
refreshes or additions will occur. Eventually, those certificates will
expire and no longer be usable for signing. However, if content was
signed during the ITL certificate’s validity period, the content will
always be considered valid against the legacy trust model.

© 2025 IPTC (www.iptc.org) | All rights reserved

Product Messaging

Just as the Verify site itself will
do, Implementers are
encouraged to begin
distinguishing between Content
Credentials using ITL-based
certificates (typically tied to
C2PA 1.4) and those from

conforming products using the
official C2PA TL.



https://contentauthenticity.org/blog/event-recap-proving-identity-in-provenance/

a

® Creator Assertions Working Group =
(CAWG.io) handles aspects that oy sen e,

Community

were removed from the main C2PA Manager

CAl
September

spec in version 2.0 in January 2024

e CAWG was initially a loose coalition
but is now part of the Decentralised
|dentifier Foundation

© 2025 IPTC (www.iptc.org) | All rights reserved

CAWG and |dentity Assertions

ity

Event Recap | Proving
Identity in Provenance

In today's digital landscape, content spreads faster than ever. It's often
stripped of context and sometimes shared anonymously across social
media. With the rise of Al-generated media and powerful editing tools,
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Mockups of how Identity Assertions might look
in the Adobe Content Authenticity verifier tool

Publisher details v

aom BBC

Title
o ® Cattle Grazing Beneath Stormy Skies in County
v
Contributor details Stigo
Publisher details v
Name Jane Smith @ Description

8BC

bbc.co.uk rural landscape, likely in a temperate region

A group of cows graze in a green pasture

surrounded by rolling hills and cloudy skies in a

@ Behance Julie Smith

O h
(j Instagram juliesmit Credit

Verified news media organization Photo by Jane McConnell / Reuters

':D | request that generative Al models not train
on or use my content 0 Origin Verified Publisher 2] Published on September 15, 2012

Verified news media organization

Content details > Content details > @ Origin verified Publisher )

Content details >
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Y, Durable Content Credentials

e An obvious shortcoming is that all

h . . d d . | b Durable against Durable against Strong Detectable on No network
t IS SI g ne m eta ata can sim p y e metadata removal attacks cryptographic devices and apps required
stripping binding

stripped out of the media file!

e So C2PA and CAl are looking at

using watermarks and fingerprints to
retrieve C2PA metadata

Fingerprint (®
e CAl/Adobe has released TrustMark, gerprint - 2
a simple open-source watermarking

Metadata <I>

ORORONO
OROBONG
QN CIE
© O ®
© ® ® ©

3 |gor|th m Watermark @
e The identifier and the metadata still |
needs to be stored somewhere. Combined c&)
Adobe has its own database.
e C2PA defines an algorithm for Source: https://contentauthenticity.org/blog/durable-
searching across multiple watermark content-credentials

systems

© 2025 IPTC (www.iptc.org) | All rights reserved
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/ What are our next steps?

11. When it comes to metadata, rank the importance of which details about your content you would like to show. More details

* Finalising best-practice guidelines for
how metadata should be added to
Verified News Publisher signed

1
2
3
4
conten > ansaionea dwscipion capon
organisation (e.g. description, caption, link to...
6
7
8
9

Originating or publishing organisation
Time & location of capture
Time of publication

Originating or publishing individual

Textual history of content
interventions (or modifications or edit history?)

Device(s) involved in capture

— Workshops with publishers in Paris in April,
Antibes in May, New York City in June,
Bergen in September

e Work with C2PA on finalising
organisational identity support

Free text tive around verification/sources/other
trans|
T

ext narra
parency

humbnail history of content interventions

13. When it comes to metadata, rank the importance of details about your content you would not like to show. More details

Time & location of capture

Thumbnail history of content interventions
Device(s) involved in capture

Originating or publishing individual

Textual history of content
interventions (or modifications or edit history?)

* Onboarding new publishers and
evangelising our work

Time of publication

Free text narrative around verification/sources/other
transparency

Originating or publishing organisation

e Working out requirements for Phase 2 gesopmzmesnne |
to be able to scale up our processes Results of a survey of publishers undertaken by the BBC in 2024
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Thanks!

Brendan Quinn

mdirector@iptc.org




