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What’s the problem?

• Many “standards” for AI opt-out exist –
which to choose?

• What solutions work for images, video, 
text, web pages?

• How to handle third-party supplied 
content, e.g. images from wire 
services?

• Are the required steps different in 
different jurisdictions? (Automatic opt-
in vs opt-out)
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• How do we work with agents, RAG, 
inference, AI search?

• How do opt-out instructions work with 
third-party crawlers eg Common Crawl 
and LAION?

• Which solutions are actually respected 
by AI providers today?

• Are there any simple steps that we can 
recommend to publishers?
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Robots.txt

• Most commonly used approach

• Standardised by the IETF as RFC9309
in 2022

• Allow / disallow at ”user agent” level 
i.e. using the identifier text for each 
crawler

• Publishers must list each bot’s “user 
agent” separately
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https://www.rfc-editor.org/rfc/rfc9309.html


TDM Reservation Protocol

• Created in response to EU Copyright 
Directive in early 2024

• Works for all types of content

• Based on HTTP

• Three methods (can be mixed):
– /.well-known/tdmrep.json file

– HTTP headers

– <meta> tag in HTML pages

• Rules can differ based on URL

• Can optionally offer detailed policy 
statements using ODRL (RightsML)

© 2025 IPTC (www.iptc.org) | All rights reserved 4



IPTC/PLUS Data Mining property

• Applies to images and video via 
embedded XMP metadata

• Carried along with the file

• Vocabulary defined at 
https://ns.useplus.org/LDF/ldf-
XMPSpecification#DataMining
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https://ns.useplus.org/LDF/ldf-XMPSpecification#DataMining
https://ns.useplus.org/LDF/ldf-XMPSpecification#DataMining
https://ns.useplus.org/LDF/ldf-XMPSpecification#DataMining


CAWG Training and Data Mining Assertion

• Started as a C2PA assertion, removed 
from C2PA spec for version 2.0

• Now maintained by CAWG

• Version 1.1 released in May 2025
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https://cawg.io/training-and-data-mining/1.1/
https://cawg.io/training-and-data-mining/1.1/


Firewall blocking of AI bots

Cloud services offer bot protection 
services as part of their Web 
Application Firewall systems:

• AWS WAF Bot Control

• Google Cloud Armor bot 
management

• Azure WAF Bot Protection
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://cloud.google.com/armor/docs/bot-management
https://cloud.google.com/armor/docs/bot-management
https://cloud.google.com/armor/docs/bot-management
https://learn.microsoft.com/en-us/azure/web-application-firewall/ag/bot-protection-overview
https://learn.microsoft.com/en-us/azure/web-application-firewall/ag/bot-protection-overview


Commercial tools to block AI bots

• DarkVisitors.com: “Automated 
robots.txt service”
– they update your robots.txt for you when 

new bots appear

– They also publish a list of bot user-agent IDs
categorised into many varieties

• Cloudflare’s “Bot Fight Mode”
– Option to block AI bots in the admin 

interface

– Blocks at HTTP level, bots never see your 
site – they have no choice (unless they use 
devious means)

– Enabled by default since July 2025
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CloudFlare screenshot from https://www.webnots.com/

https://darkvisitors.com/agents
https://darkvisitors.com/agents
https://darkvisitors.com/agents
https://www.theregister.com/2025/08/05/perplexity_vexed_by_cloudflares_claims/
https://www.theregister.com/2025/08/05/perplexity_vexed_by_cloudflares_claims/


Other commercial tools that can help

Some tools obfuscate images to stop 
them from being downloaded by bots (or 
anyone else), e.g. by turning images into 
video files or using JavaScript to 
manipulate images so they are visible to 
humans but not to bots.

• CyberMirage

• Smartframe
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https://cybermirage.tech/#/
https://cybermirage.tech/#/
https://smartframe.io/
https://smartframe.io/


AI licensing systems / services

• Redirect all crawlers to a site/API that 
allows AI engines to fairly licence your 
data

• Works for crawling / training and also 
searching/RAG/agentic AI
– Some AI providers only license content for 

search and agent purposes

• Vendors:
– TollBit

– Human Native AI

– ProRata.ai
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https://tollbit.com/
https://tollbit.com/
https://www.humannative.ai/
https://www.humannative.ai/
https://www.prorata.ai/
https://www.prorata.ai/


Summary of options available today (1/2)

• Works for any type of content

• Can express opt-in, opt-out, complex permissions

• Not well implemented
TDM Reservation Protocol

• Works for images and video via embedded metadata

• Can be carried along with the asset eg for wire images

• Not yet widely implemented yet

IPTC / PLUS
Data Mining property

• Works for images and video via custom C2PA assertion

• Requires content to be C2PA-signed

• Not yet widely implemented

C2PA CAWG
data mining assertion
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Summary of options available today (2/2)

• Disallow option must be specified for each bot individually

• “Allow” or “disallow” based on URLs (including wild cards)

• Widely implemented
robots.txt

• Some AI providers have their own forms to allow content
providers to opt out per domain or per URL

• Not scalable

Manual forms from AI 
providers

• Huge effort to maintain database of IP addresses and bot user agents

• Most effective – works even if the AI crawlers ignore robots.txt etcFirewalls
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IPTC Best Practices guidelines

• Inspired by guidance created by the 
International Association of Scientific, 
Technical & Medical Publishers, we 
created a Best Practices guide for the 
news media industry

• It could also apply to image libraries 
and other publishers

• Available from the IPTC website
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https://stm-assoc.org/document/guidelines-on-using-stm-content-for-tdm-and-for-training-of-ai-technical-summary/
https://stm-assoc.org/document/guidelines-on-using-stm-content-for-tdm-and-for-training-of-ai-technical-summary/
https://stm-assoc.org/document/guidelines-on-using-stm-content-for-tdm-and-for-training-of-ai-technical-summary/
https://iptc.org/std/guidelines/data-mining-opt-out/IPTC-Generative-AI-Opt-Out-Best-Practices.pdf
https://iptc.org/std/guidelines/data-mining-opt-out/IPTC-Generative-AI-Opt-Out-Best-Practices.pdf


IPTC Best Practices Recommendations: 1-6
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No. Category Recommendation

1 Non-technical Display a plain language, visible rights reservation declaration for all copyrighted content

2 HTML, Image metadata Display a rights reservation declaration in metadata tags on copyrighted content

3 Web infrastructure Use Internet firewalls to block AI crawler bots from accessing your content

4 Robots Exclusion 
Protocol

Instruct AI crawler bots using their user agent IDs in your robots.txt file

5 TDMRep Implement a site-wide tdmrep.json file instructing bots which areas of the site can be used for 
Generative AI training

6 Trust.txt Use the trust.txt “datatrainingallowed” parameter to declare site-wide data mining restrictions or 
permissions



IPTC Best Practices Recommendations: 7-12
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No. Category Recommendation

7 Image metadata Use the IPTC Photo Metadata Data Mining property on images and video files

8 Image metadata / C2PA Use the CAWG Training and Data Mining Assertion in C2PA-signed images and video files

9 HTML / Robots 
Exclusion Protocol

Use in-page metadata to declare whether robots can archive or cache page content

10 HTML / TDMRep Use TDMRep HTML meta tags where appropriate to implement TDM declarations on a per-page basis

11 HTTP / Robots 
Exclusion Protocol

Send Robots Exclusion Protocol directives in HTTP headers where appropriate

12 HTTP / TDMRep Use TDMRep HTTP headers where appropriate to implement TDM declarations on a per-URL basis



Ongoing work: IETF AI Preferences group
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• The Internet Engineering Task Force 
(IETF) define internet standards (“RFCs”) 
for the plumbing of the internet – email, 
HTTP, HTTPS…

• This WG is looking at evolving current 
internet standards (including robots.txt) 
to account for AI crawlers

• Meetings in Washington DC, Brussels, 
London. Zurich soon.

• Attendees from Google, Mozilla, OpenAI, 
Microsoft, Creative Commons, Anthropic, 
Financial Times, IPTC + many more

https://datatracker.ietf.org/group/aipref/about/


AIPrefs WG working draft documents

• “A Vocabulary For Expressing AI Usage 
Preferences”
– Defining hierarchical levels of AI 

preferences, without reference to how they 
would be associated with content

• “Associating AI Usage Preferences with 
Content in HTTP”
– Defines how the above preferences would 

be “attached” to content
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AIPrefs current draft: vocabulary

• Automated Processing
The act of using automated processing on one or more assets to 
analyze text and data in order to generate information which includes 
but is not limited to patterns, trends and correlations.

– AI Training
The act of training machine learning models or artificial 
intelligence (AI).

• Generative AI Training
The act of training general purpose AI models that have the 
capacity to generate text, images or other forms of synthetic 
content, or the act of training more specialized AI models that 
have the purpose of generating text, images or other forms of 
synthetic content.

– Search
Using one or more assets in a search application that directs users 
to the location from which the assets were retrieved.
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AIPrefs Vocabulary: how to express, when it applies

• “y” for allow, “n” for disallow

• Example:

–train-ai=y, train-genai=n

• After processing a statement of preferences 
the recipient associates each category of 
use one of three preference values: 
"allowed", "disallowed", or "unknown". In 
the absence of a statement of preference, 
all usage categories are assigned a 
preference value of "unknown".
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• “Contractual agreements or other specific 
arrangements might override statements of 
preference.”

• When combining preferences, the most 
restrictive preference applies.

• Examples / use cases for when preferences 
might be ignored by the recipient: 
Accessibility, cultural heritage, scholarly 
research, detecting harmful content

• “the consequences of ignoring preferences 
could vary depending upon how a given legal 
jurisdiction recognizes preferences”



AIPrefs current draft: attachments

The automated consumption of content by crawlers and other machines has increased 
significantly in recent years.  This is partly due to the training of machine-learning models.

Content creators and other stakeholders, such as distributors, might wish to express a 
preference regarding the types of usage they consider acceptable.  Entities that might use 
that content need those preferences to be stated in a way that is easily consumed by an 
automated system.

This document describes two mechanisms for associating preferences with content:

• A Content-Usage header field for HTTP [HTTP]; see Section 2.

• A Content-Usage directive for the Robots Exclusion Protocol (colloquially known as 
"robots.txt") [ROBOTS]; see Section 3.

For automated systems that use HTTP to gather content, these allow for the automated 
gathering of preferences in the same way that content is obtained.
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AIPrefs attachments - examples

robots.txt file:

User-Agent: *

Allow: /

Content-Usage: train-ai=n

User-Agent: *

Allow: /

Disallow: /never/

Content-Usage: train-ai=n

Content-Usage: /ai-ok/ train-ai=y
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HTTP sever response:

HTTP/1.1 200 OK

Date: Wed, 23 Apr 2025 04:48:02 

GMT

Content-Type: text/plain

Content-Usage: train-ai=n

This is some content.



AIPrefs attachments – embedded metadata

1.3.1.  Embedded Preferences

Embedding preferences is expected to be an 
effective means of associating preferences 
with content, because it ensures that 
metadata is always associated with content.  
This document, however, does not define any 
specific means of embedding preferences in 
content.

[…]
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1.3.2.  Registry-Based Preferences

A preferences registry is a database that 
stores usage preference statements 
associated with both content identifiers and 
a means of identifying the declaring party.

Registry-based approaches might be 
applicable in certain contexts, particularly 
where embedding is impractical or 
unavailable. Additionally, a registry might 
enable persistent association of preferences 
across distribution channels.



AIPrefs WG – outstanding issues

• All issues are visible in GitHub

• Main issues raised:

– Definitions are too broad. Does “automated 
processing” include printing? Saving to PDF?

– Idea of focusing on “processing” vs “use” of the 
content, eg RAG and “grounding”

– Or to focus on display of the crawled content, eg 
“noindex” “nosnippet” “exact match” “image 
preview” etc

– Proposal of “substitutive use” as another vocab 
element (under Automated Processing)

– Should “search” really be a subset of “Automated 
Processing”?

– Does it make sense not to define default values?
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https://github.com/ietf-wg-aipref/drafts/issues/
https://github.com/ietf-wg-aipref/drafts/issues/


AIPrefs WG – next steps

• Drafts are in “Working Group Last Call” state

– this is “to elicit final comments” within the working group

– This period lasts until 23rd September

– Outstanding issues will be discussed at the next group meeting in Zurich (and 
online) 30 Sep – 2 Oct

• After the WG achieves a level of consensus, the document is submitted 
to the Internet Engineering Steering Group for discussion and approval 
(and probably a round of changes)

• Note that there is no consensus right now – the draft will probably 
change before the final version is released
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Thanks!

Brendan Quinn

mdirector@iptc.org
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