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Delivering Accessible, 
Trustworthy & 
Verifiable Content 

By indexing and storing on-chain data 
we are able to create comprehensive 
digital media histories that can be 
traced back to its origins
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Immutable

Transparent

Records are on the blockchain and immutable. 
Which helps in building the foundation of the trust.

All records are transparent and are easily accessible. 
ERC standards allow all open-sourced developers to 
build together.

Can leverage the Web3 ecosystem including the 
decentralized storage, allowing users own their own 
data, and the broader creativity economy such as NFT.

Why
Blockchain?

Ecosystem
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Numbers 
Content 
Infrastructure

Blockchain Proof 
Eco-friendly, fast and reliable blockchain 

Capture Cam
Mobile app for quickly taking photos 
with content integrity assured

Capture SDK
Developer tools to allow developers 
adopt provenance standards such as 
IPTC, C2PA easily

Capture Dashboard
Manage and monitor tools to 
manage content and its metadata
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Use Case: 2020 US Post-Election Archive (Reuters)
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Use Case: Ukrainian Childrenʼs Drawings (MISW Museum)
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Use Case: War-crime Evidence (Rolling Stone)
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Use Case: 318 Sunflower Protest Archive (哲攝, Taiwan)
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Use Case: 2024 Election Archive (Local media outlets)
                     

Taiwan, Indonesia, India, US
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Use Case: Awards Ceremony (Songwriters North America)
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Verification Pipeline (1)

Author: Benedict@Starling

Content with 
C2PA

Basic metadata is 
shown in

C2PA Verify Site

Acquire unique 
Content ID (Nid)

Search on 
Blockchain 
network(s)

Immutable 
content 

provenance and 
history

Content ID (Nid)
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Asset Profile

Content ID (Nid)

On-chain 
Provenance

On-chain 
History
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{
  "assetCid": "bafybeigda2fjjeta7725hbicpfzldygszl4gbllcaybwuetlemraauazwm",
  "assetSha256": "dfdf40ede286fc01989c64bbec65b97f40c5d164dd05427a3b47909b333e214b",
  "encodingFormat": "image/jpeg",
  "assetTimestampCreated": "2023-05-19T00:48:16Z",
  "assetCreator": null,
  "license": {
    "name": null,
    "document": null
  },
  "abstract": "",
  "author": {
    "@type": "Organization",
    "identifier": "https://www.misw.org",
    "name": "Mom I See War Museum"
  },
  "usageInfo": "",
  "keywords": [
    "mom-i-see-war-museum",
    "misw-ukraine-archive"
  ],
  "extras": {
    "№ гугл файлу": "0",
    "Автор (M)": "Даша",
    "Author (M)": "Dasha",
    "Вік (M)": "9",
    "Місто (M)": "м. Суми",
    "Область (M)": "Сумська обл",
    "Країна (M)": "Україна",
    "City (M)": "Sumy",
    "Region (M)": "Sumy Oblast",
    "Country (M)": "Ukraine",
    "Колекція (M)": "Мамо, я бачу війну - Україна"
  },
  "contentFingerprints": [
    "hash://sha256/dfdf40ede286fc01989c64bbec65b97f40c5d164dd05427a3b47909b333e214b",
    "hash://md5/26ce6a9cfa09b6abca13a448127c7b29",
    "ipfs://bafybeigda2fjjeta7725hbicpfzldygszl4gbllcaybwuetlemraauazwm"
  ],
  "relatedContent": [],
  "name": "Authenticated Ukraine Archive",
  "description": "Ukranian children's drawings made during wartime",
  "nftRecord": "",
  "actionName": "action-commit",
  "action": "bafkreiceiqfe4w4g4j46rsi4h4tbqu35ivewfxm4q743tfmegscpg7d63m"
}

#momiseewar

On-chain 
Upgradable Metadata
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Verification Pipeline (2)

Author: Benedict@Starling

Content with 
NO C2PA

Numbers 
Verify site

AI to match image 
patent and find 

the match

Upload AI Search

(Screenshot)

https://verify.numbersprotocol.io
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Verification Pipeline (2)

Author: Benedict@Starling

Content with 
NO C2PA

Numbers 
Verify site

AI to match image 
patent and find 

the match

Search on 
Blockchain 
network(s)

Immutable 
content 

provenance and 
history

Upload AI Search
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EIP-7053
Interoperable Digital Media Indexing
Fostering growth in the provenance space by committing to promoting open standards through EIP proposals

https://eips.ethereum.org/EIPS/eip-7053
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Original File Decentralized Content ID
(Content Address)

Blockchain

Provenance 
Metadata

Tx

CID Metadata

Content Creator

EIP-7053 Design Concept: Registration
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Tx #1

CID Metadata

Tx #2

CID Metadata

Tx #N

CID Metadata

…

CID Blockchain

An Assetʼs metadata can be extended or updated, like Gitʼs commits.

EIP-7053 Design Concept: Registration (cont.)
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Tx #1

CID Metadata

Tx #2

CID Metadata

Tx #N

CID Metadata
…

CID

Blockchain

On Chain History, “Commits”

EIP-7053 Design Concept: Asset History

query

return
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Original File Decentralized Content ID
(Content Address)

Blockchain

Provenance 
Metadata

Tx

CID Metadata

Content Creator

EIP-7053 Design Concept: Asset Tree

Asset Tree

{
    assetCid: "bafkreid4ug5djtm6iq6hptfs337n3k3driqncivegexzpffzlapiaple44",
    assetCreator: "Liang-Bing Hsueh",
    assetTimestampCreated: 1683287179,
    creatorWallet: "0x6059DFC1daFb109474aB6fAD87E93A11Bfa5e1D2",
    ...
}

{
    assetTreeCid: "bafkreidneqjsh7nza7h2inigmogt33v4km2abzuivygjz5twyubumm2xiq",
    assetTreeSha256: "2cecbe42bd73120a946086389d12d61a30a1892c61df191afe9c60b0f42bbdb0",
    assetTreeSignature: 
"0x64e9c0411eb57f31ac82a949c0bf33e38dd09c09f0573f8c266a32d61aec8da44e887fe922356cebd58aa6767a
4d47e9d629690abfeef1221524ec23d6a15adf1b",
    author: "0x6059DFC1daFb109474aB6fAD87E93A11Bfa5e1D2",
    ...
}

Asset Tree contains a comprehensive 
collection of metadata that are 
important to authenticating digital 
assets.
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EIP-7053
Interoperable Digital Media Indexing
Fostering growth in the provenance space by committing to promoting open standards through EIP proposals

https://eips.ethereum.org/EIPS/eip-7053
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Nit: Git for Web3 Digital Assets
“Git” Web3 digital media helping to create on-chain provenance records in the form of tree structure we coined 
as Asset Tree
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https://ethereum-magicians.org/t/eip-7517-content-consent-for-ai-ml-data-mining/15755

EIP-7517: Open for feedback



Hi@NumbersProtocol.io 
NumbersProtocol.io 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Decentralized protocol to preserve  
the values of both Human & AI creations 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